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FOREWORD

Governor Paterson is committed to New York’s highggority: protecting the residents of the
Empire State. The New York State Homeland SecuSitiategy is an integral part of this
ongoing commitment.

This Strategy recognizes both the diversity of Néark State and the important role of local
government. New York City is the number one testotarget in the Nation and no city has done
more to protect itself from the threat of terroriSiie also appreciate the risk of man-made and
natural disasters across New York and the factdea home-rule State the responsibility for
preparedness and response to all emergencieswistéocal government. Local police, fire,
EMS, emergency management and others work tirglessl ensure the safety of their
communities. New York State has a long historyartmering with local government to enhance
and supplement local capabilities and the Stagge}jy seeks to build upon that partnership.

Our partnership extends to the federal governmedtraembers of the intelligence community
with an understanding that all levels of governmanst share information and work together to
achieve our homeland security goals. However, gowent cannot do it alone; active
involvement from the private sector and the puldineeded to ensure we are all aware of and
prepared for the hazards we face.

We recognize that contemporary Homeland Security EBmergency Management programs go
hand in hand. While the risk of terrorism, whetfaeign or domestic, remains the predominant
focus of Homeland Security, we will continue to wowith the Emergency Management
community to ensure the State Homeland Securigt&ly supports “all hazards” preparedness.

The Homeland Security Strategy will inform all afirostakeholders of the State’s approach to
building the necessary capabilities to addressoiem and other man-made and natural
catastrophes. It also will help guide strategimplag and investment to ensure the effective use
of the federal homeland security grants and othedihg sources to support local and State
homeland security initiatives.

The New York State Office of Homeland Security (QHS responsible for coordinating the
State’s Strategy, but there are many local ande$tgéncies and organizations involved in New
York’s homeland security efforts. OHS has solicitattl incorporated their feedback into this
Strategy and remains committed to a collaboratpm@ach to Homeland Security. The Strategy
is a living document that will be reviewed and ujedieon a regular basis.
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SECTION | - EXECUTIVE OVERVIEW

INTRODUCTION

New York State remains a major target of terrooigfanizations and a State with an extensive
history of natural disasters. The threat of catgdtic events, both natural and man-made,
requires continuous attention and commitment frdnteaels of government, the private sector
and the general public.

Homeland Security is the coordinated effort to easuve prevent, protect against, respond to and
recover from acts of terrorism and other man-madeatural catastrophes. It requires a risk
management process in order to properly preparthéme hazards that pose the greatest risk to
the State and its critical assets.

New York State is a recognized leader in homelagclisty and has made great efforts in
improving preparedness and security while maintgrur standards of freedom. We will build
on our accomplishments, while remaining vigilantl @ontinuing to meet the challenges going
forward.

VISION

A strong, secure and resilient New York State thaits capable of preventing, protecting
against, responding to and recovering from both mammade and natural disasters.

PURPOSE

This Strategy provides a comprehensive frameworlgume, organize and unify homeland
security efforts in New York State, including segic planning and the investment of federal
homeland security grants and other applicable JoSthte or federal funding sources. This
Strategy is intended to serve as a roadmap fofutiiee and a focal point for implementing not
only State homeland security policy and prioritiest also National homeland security policy at
the State and local level. National homeland sgcylicy is outlined in Homeland Security
Presidential Directives, the National Strategy Hmmeland Security, the National Preparedness
Guidelines, Homeland Security Grant Guidance amersé other documents referenced in the
Appendix.

SCOPE

Homeland security is an ongoing mission and a shi@gponsibility across our entire State. That
is why this is a State Strategy and not a strategwny single agency or level of government.

There are many public and private sector stakemslthat influence the direction of homeland

security; all must work to implement the Strategy building and maintaining the necessary

capabilities to meet the homeland security chalbenge face. Although the Strategy is intended
to help guide State and local homeland securityrptay, it is understood that many agencies and
jurisdictions have unique needs and separate pignnitiatives. The State Strategy seeks to
complement and support those efforts by providmmes additional guidance and perspective.




FOCUS

To obtain our goals and realize our vision we wilirk collaboratively and focus our efforts to:
Preventterrorist attacks and mitigate against man-madenatwaral hazards
Protectthe people of New York, our critical infrastructuaed key resources

Prepareto respond to and recover from both man-made atdtal disasters
NATIONAL PRIORITIES & STATE STRATEGIC GOALS

The State’s strategic homeland security goals ased on an “all hazards” approach and
purposely align with the eight National Homelana 8¢y Priorities to ensure we are working to

advance State and National preparedness capabilittee National Priorities, set forth below,

represent broad and thematic goals that the nahonld strive to achieve in homeland security.
Some of the State’s goals are identical to thedWatiPriorities, while others are more tailored to
meet the specific needs of New York State.

National Homeland Security Priorities
Strengthen CBRNEDetection, Response and Decontamination Capasiliti
Implement the National Infrastructure ProtectioarP!
Strengthen Information Sharing and Collaboratiopalslities
Implement the National Incident Management SystathMational Response Framework
Strengthen Interoperable and Operable Communica@apabilities
Strengthen Planning and Citizen Preparedness
Expand Regional Collaboration
Strengthen Medical Surge and Mass Prophylaxis Ghiped

Each State strategic goal includes several moreifgpebjectives to further guide our efforts
and help measure progress, recognizing that homhelacurity is a continuing and evolutionary
process requiring constant focus and improvemere.goals and objectives are directed towards
the next 1-3 years but will be reviewed and updaedually. It is likely that some of the
objectives will carry over from year to year whdéhers may be removed or updated based on
our progress. The goals and objectives will alsttiooe to be defined by risk and any identified
preparedness gaps. More detailed descriptionadf strategic goal and the related objectives,
including the linkages to the National Prioritiean be found in Section Il

The State’s strategic goals and objectives senseraad map to build those capabilities needed
to reduce the risk of terrorism and natural digaséed better secure our State. Collectively the
goals and objectives should set the stage for mgauli preparedness measures as we move
forward, with an understanding that they requireobaborative effort and are generally not the
sole responsibility of any one agency or level @¢grnment.

! CBRNE (Chemical, Biological, Radiological, Nucleamnd Explosive materials)
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New York State Strateqic Goals

Strengthen CBRNE Detection, Response and Decontation Capabilitiesby continuing to

acquire the necessary equipment, training and adsgurces needed by our first responderg

effectively detect, interdict and respond to actstesrorism or accidents involving CBRN
materials or agents.

Protect Critical Infrastructure and Key Resourcglrough risk management and by improvi

physical protections against all threats, includiegrorism, to the State’s transportation Td

maritime systems, pipelines, chemical facilitiegtie@ultural facilities, airports, energy generati
facilities and other sectors outlined in the Nagioimfrastructure Protection Plan.

Strengthen Information Sharing, Collaboration andnkelligence Analysis Capabilitiethrough
effective information gathering, analysis and iigeihce exchange through the New York St

Intelligence Center. Continue supporting local liigence fusion centers, private sectpr

collaboration and other efforts to broaden the Haltards” information sharing environment.

Strengthen Counterterrorism and Law Enforcement Gaplities by continuing to improve ou
counterterrorism operations across New York and idgntifying and building specialize
capabilities to address threats and acts of temori

Enhance Incident Management and Response Capalefitby implementing the National
i

Incident Management System/National Response Framnkel ensure that every state, local, tr
and federal agency operating in New York Stateaedp to a major incident using a common p
and playbook and that the capabilities exist teai¥ely respond to and manage incidents.

Strengthen Communications and Emergency Alerting fizdilities by ensuring that our firs
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responders can effectively communicate with eadleroand provide alerts and warnings to fhe

public during a major incident in order to protiees and property.

Strengthen Emergency Planning, Citizen and CommuynRreparednesshrough comprehensiv
disaster planning efforts and by partnering witHumteer and non-profit groups to impro
community and individual preparedness for any desas

Enhance Regional Capabilities, Coordination and Mudl Aid by developing and strengthenir
partnerships across the State, the Northeast regidrbeyond, particularly in the areas of mut
aid during disasters, catastrophic planning, esescand other multi-jurisdictional activities.

Support Health Emergency Preparednesy readying the State for a potential pandemic
enhancing the medical community’s ability to distiie medical countermeasures on a large s

U

e

g
1al

hnd
Cale

in any public health emergency and to surge regsurcorder to manage large numbers of sick or

injured during any incident.

Enhance Cyber Preparedness Capabilitidfsrough education and outreach to improve cy
security awareness and by developing capabilibegrévent, protect, respond and recover fr
cyber attacks or incidents.
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Building and sustaining capabilities is a recurrithgme throughout this Strategy. The U.S.
Department of Homeland Security (DHS) has develdpedTarget Capabilities List (TCL) to

define the specific capabilities that all commuesti the private sector, and all levels of
government should collectively work towards in arde respond effectively to disasters,
including terrorist attacks. There are currently $5parate capabilities within the Prevent,
Protect, Respond and Recover mission areas and sapabilities that are common to all
mission areas. A capability is achieved by appedprcombinations of planning, organization,
equipment, training, and exercises. The capalsliaee achieved collectively and no single

jurisdiction or agency is expected to have alloofthe same level of a capability.

Target Capabilities List (Source: 2007 National Prparedness Guidelines)

Common Mission
Area

Prevent Mission
Area

Protect Mission
Area

Respond Mission
Area

Recover Mission
Area

Communications

CBRNE Detection

Critical Infrastructure
Protection

Animal Health Emergency
Support

Economic and
Community Recovery

Community Preparedness
and Participation

Information Gathering
and Recoghnition of
Indicators

Epidemiological
Surveillance and
Investigation

Citizen Evacuation and
Shelter-in-Place

Restoration of Lifelines

Planning

Intelligence Analysis and
Production

Food and Agriculture

Critical Resource
Logistics and Distribution

Structural Damage
Assessment

Risk Management

Counter-Terror
Investigations and Law
Enforcement

Laboratory Testing

Emergency Operations
Center Management

Intelligence/ Information
Sharing and
Dissemination

Emergency Public
Information and Warning

Environmental Health

Explosive Device
Response Operations

Fatality Management

Fire Incident Response
Support

Isolation and Quarantine

Mass Care (sheltering,
feeding, and related
services)

Mass Prophylaxis

Medical Surge

Onsite Incident
Management

Emergency Triage and
Pre-Hospital Treatment

Search and Rescue (land
based)

Volunteer Management
and Donations

WMD/ Hazardous Material
Response and
Decontamination

Responder Safety and
Health

Emergency Public Safety
and Security Response

Medical Supplies
Management and
Distribution




DHS worked with state and local officials to deyelthe TCL and other tools to support a

capabilities-based approach to preparedness asealith the National Preparedness Guidelines.
In addition to the TCL, 15 National Planning Scémsrhave been developed to support

preparedness activities between all levels of gowent and the private sector. There is also a
Universal Task List (UTL) that includes over 1,600ique tasks that can facilitate efforts to

prevent, protect against, respond to and recowen fmajor events that are represented by the
National Planning Scenarios. The UTL identifies Kagks that support the development of

essential capabilities, with an understanding tioa¢ntity will perform every task.

The TCL, National Planning Scenarios and UTL as®ueces to help design plans, procedures,
training, and exercises. State and local planneosild consider these resources to help support
their preparedness efforts and continue to work WiHS and our federal partners to help design
and develop future versions of these and otheragpeeimess tools. These efforts will help to
ensure that the preparedness tools are usefut tetdkeholders in New York and other states.

More detail on the TCL, National Planning Scenaaosl UTL can be found in the Appendix
and at the following linkhttp://www.ojp.usdoj.gov/odp/assessments/hspd8.htm

FRAMEWORK FOR IMPLEMENTING THE STATE STRATEGY

The State Strategy will be implemented through o, policies, and projects that will

advance our collective goals and objectives in sttppf the capabilities we need to be prepared
for both man-made and natural hazards. In additoRederal homeland security grants, other
funding sources can and should be used to implettenStrategy. The key to the effective
implementation of this State Strategy will be caoatled planning, investment and support from
the many agencies and stakeholders involved irptheess. This includes the State and local
elected and appointed officials who are ultimatelyponsible for the safety of their constituents.

Under the Governor’s leadership, the New York Staféce of Homeland Security (OHS)
works to coordinate the State’s homeland secufiyrts, but many other State agencies and
organizations (e.g. law enforcement, fire, emerganedical services, emergency management,
public health) play a vital role in homeland setues well. This is especially evident with the
State Emergency Management Office (SEMO). SEMO asponsible for the ongoing
development and maintenance of the State Comprigleenergency Management Plan
(CEMP) and providing support to State and local ggomnents in their preparedness and
planning efforts. During disasters, SEMO coordieatee emergency response of all State
agencies thereby ensuring that the most appropestaurces are dispatched to impacted areas.
SEMO also coordinates the State’s disaster recauaalymitigation activities.

Since homeland security encompasses so many dm&splseveral multi-agency committees,
task forces and working groups are used to coorgliaad organize the State’s efforts. The most
formal body is the State Disaster Preparedness Gssion (DPC). The DPC includes 23 State
agencies and the American Red Cross. New York Gitgurrently represented as one of three
appointments made by the Governor. The DPC is sthyrehaired by SEMO and serves as the
Governor's policy oversight group for emergency agaement, facilitating collaboration
between the many agencies involved in disastergpeelpess and response activities.




OHS chairs the Homeland Security Executive Coumneilich brings together senior officials
from the Governor's Office and many State agen@esl Public Authorities to enhance
communication and coordination on relevant and gmgrhomeland security issues. The group
meets regularly and has developed several taskddacexamine and provide insight on specific
issues.

In addition, OHS leads the Homeland Security Sgpat@/orking Group, consisting of program
experts from a variety of State agencies that wodether to develop, advance and evaluate
programs and initiatives necessary to implemeniSta¢e Strategy. This group plays a key role
in developing the grant investment justificationseded to obtain federal homeland security
funding. It also supports OHS as the State Adnrialisie Agency responsible for the oversight
of most homeland security grant programs.

OHS will continue to work with these groups as tlaeg an invaluable resource to help ensure
the State has a coordinated and consistent apptoable implementation of the State Strategy.
OHS will also maintain an open dialogue with that&t_egislature in an effort to identify policy
gaps or other efforts in need of legislative attemt

It is equally important to coordinate and collalieravith local government as all disasters start
and end locally; accordingly, 80 percent of theefadl homeland security grant funds are
awarded to local government. Local elected offg;i@imergency managers, law enforcement and
other first responder agencies have the ultimatpamsibility for protecting and preparing their
communities, and the vast majority of responsewess rest with local government, not with
the State. In addition to the traditional prepaesgnand response functions, homeland security
has broadened the role of local government to pedpect critical infrastructure and prevent the
next act of terrorism by sharing information onetliis and suspicious activities and other
relevant law enforcement information.

State and local governments must work togetherwamterstand each others’ capabilities and
challenges. It is essential that local stakeholtexse a role in helping to develop and implement
the State Homeland Security Strategy. OHS gatheeslbiack and insight through regional
meetings, working groups, surveys and regular actéyn with stakeholder groups, including the
Urban Area Working Groups that help coordinate ¢ffferts of the jurisdictions that receive
funding under the DHS Urban Area Security Initiat(WASI) grant program.

New York State currently has five UASI regions: N&erk City, Albany-Schenectady-Troy,
Syracuse, Rochester and Buffalo. In addition to ritegor urban areas, the UASI groupings
include their contiguous counties. As part of th&Sl program, the regions have developed
strategies to enhance their capabilities and OHBcamtinue to partner with the UASI regions
to ensure the State and UASI strategies are efedgtcoordinated. Recognizing the important
role of all local government, OHS will also maimtaiffective outreach and coordination with the
counties and jurisdictions not covered by the Upfigram.




OHS will continue to work with SEMO and their fivemergency management regions to help
facilitate regional communication and collaboratmm homeland security related issues within
the emergency management community. The State’€diéiter-Terrorism Zones (CTZ) will
continue to play a vital role in coordinating arthgng terrorism-related information with New
York’s 70,000 State and local law enforcement effic The CTZs and law enforcement
community are well-established within our homela®turity efforts, but we will continue to
ensure all first responder disciplines (e.g. F®lS) are integrated as well.

The tribal nations in New York State are also int@or stakeholders that must be considered as
part of our homeland security activities. New Yoakso understands that partnerships in
homeland security extend beyond our State bordeichnis why we interact with other states in
the Northeast Region and beyond. Additionally, ®&lorthern border requires international
cooperation with Canada which must continue to besiaduring feature of our approach to
confronting terrorism, violent extremists, diseassa®l other threats and hazards that transcend
national boundaries. New York has established aitidcantinue to take a leadership role in
regional coordination and collaboration initiativegrking to identify partnership opportunities
whenever possible.

New York State is also committed to its partnershit the federal government and members of
the intelligence community, with an understandihgttall levels of government must work

together and share information to ensure it gethéoright people at the right time. The New
York State Intelligence Center (NYSIC) is an impmitt part of this process. Operated by the
New York State Police, the NYSIC serves as thee&tafusion Center, bringing together

federal, State and local agencies to analyze aack shformation related to terrorism and other
crimes.

In addition to the various levels of government thrivate sector must be a full partner in
homeland security. As the Nation’s principal prars of goods and services, and the owners or
operators of a significant amount of the Natiorrisical infrastructure, the private sector has an
interest in ensuring their own security and theuggc of their customers. OHS works with the
private sector to enhance the protection of cfificiastructure and key resources in New York
State and will continue to partner with State aywhl agencies to do so.

The public also has an important role to play. Rublvareness and preparedness are critical
elements in preventing terrorist attacks and redpgnto disasters. New York State will work to
empower citizens with the information they need#&both aware and prepared, and will find
ways to partner with non-profit and other commurgtpups to help promote the preparedness
message. However, it is the responsibility of eviedividual to ensure they and their families
have taken the necessary preparedness steps.




EVALUATING AND UPDATING THE STRATEGY

Measuring progress is a key component of homelandrgy. The effective and efficient use of
public dollars is a critical part of our Strategydarequires the use of metrics to measure our
progress towards increasing our preparedness diieakand achieving our goals.

To report on how the State is meeting its homelseclrity goals, New York will utilize the
federally mandated State Preparedness Report. H@mort provides an assessment of our
progress in meeting the National Homeland Secufitiprities. Other federal preparedness
measures are likely to emerge and New York Stapeapared to help test and implement these
programs when they become available.

In addition to the federal performance measuresS@HI also work with our State and local
partners to ensure we are meeting the specificcobgs outlined in the State Strategy. Our
Strategy will also be tested through exercises anthial events, as they too represent
opportunities to identify gaps and shape our presimoving forward.

The State Strategy must remain current and updaeitbdany changes. OHS will coordinate the
process of updating the Strategy annually to irelady changes to National Priorities, federal
homeland security guidance and legislative mand&@ekS will also continue to seek feedback
and insight from State and local stakeholders loyiding them with the opportunity to review
and comment on the State Strategy. A dedicated| esoedunt (strategy@security.state.ny.us
has been established for this purpose but OHS namitied to more focused discussions and
ongoing collaboration regarding the Strategy asweee forward. OHS will also work with our
federal, state and local partners to identify amate homeland security best practices.

Finally, OHS will ensure the State Strategy acalyateflects the risks to New York State by
working with federal, state and local agencies @uadprivate sector to obtain and/or conduct risk
assessments.




SECTION Il - RISK PROFILE

New Yorkers know, only too well, the risk associateith terrorism and natural disasters. This
risk is very real and will never be completely ehiated. We can however collectively work to
reduce risk and to prevent, protect against anggpeefor the hazards we face. It is critical to
apply a risk management approach to our planningimrestment decisions because resources,
including money, time and people, are limited. Wastaccurately assess risk and dedicate
resources that will reduce risk and vulnerabilities

Risk

DHS defines risk as the potential for an unwantett@me resulting from an incident, event or
occurrence. The level of risk is determined by likelihood of an event occurring and the
severity of the consequences should it occur. Umedaroutcomes include loss of life,
compromised essential services, economic damad#ic panxiety and other social problems
resulting from an attack or natural disaster. Pregh@ess efforts are designed to minimize the
risk to the State, its infrastructure and its etig.

The level of risk facing a region is | Risk is the potential for an unwanted outcome resulting
function of three components: threat ( from an incident, event or occurrence. Often exgedsas 3
. TR function of Threat (T), Vulnerability (V) and Corpgence
Rzz?éi)éin\éuégirﬁ ?)I]ll?f/]’esaent(jf] recgrcli)ergggrr:é (C); such as Risk = Threat x Vulnerability x Consexce
of risk simultaneously enables New Yor Threat is a natural or man-made occurrence, individyal,
State to develop a cohesive strategy g entity, or action that has or indicates the pogdrits harm
subsequently to limit the risks that it face life, information, operations, the environment amd/
By continually attempting to minimize thy PTPe"Y
threats, reduce vulnerabllltles and mitigg Hazard is a natural or man-made source or cause of Harm
consequences of disasters, New York St or difficulty

can ensure that it is the safest and m
prosperous State possible. Vulnerability is a p_hysical feature or o.perational_ attribute
that renders an entity open to exploitation or sptble to

. a given hazard
Risk Management 9

Consequenceis the effect of an event, incident, pr
Risk Management is the process by whi|_occurrence
risks are identified then prioritized by likelihoahd potential impact. Actions can then be
considered to minimize their occurrence and miégaeir consequences. While it is impossible
to eliminate all risk, the Risk Management procatsws for state and local leaders to prioritize
mitigation steps that can be taken based upondtenpal occurrence and impacts of risks.

Response to risk takes many forms. Increasing dipailities of first responders, constructing
and installing physical security systems, purch@simsurance, conducting public outreach
campaigns and sharing intelligence are just a féwth® many risk reduction strategies being
pursued by New York State and its partners. Thelaad Objectives outlined in this strategy
are designed to increase capabilities and themhyce risk and increase overall preparedness.




Risk Based Resource Allocation

Risk management is important for the effective alton of limited resources. Through the
UASI, Port Security and Transit Security Grant Papbgs and others, the Department of
Homeland Security provides dedicated funding to dheas of the country it deems to have a
high level of risk. The New York State Office of Meland Security (OHS) supports risk-based
funding decisions and applies similar principleiwgrant allocations.

The State Homeland Security Program (SHSP) gramdsfudistributed to local jurisdictions in
New York State are allocated based on a stateveisiesament of risk. We continue to refine and
improve our risk-based funding methodology to eesmirreflects an accurate description of
threats, vulnerabilities and consequences. Thisiogeiogy takes into account numerous factors
of risk that impact a jurisdiction’s threat, vulability and consequence levels. For example,
these factors include population, critical infrasture, history of natural disaster, terrorism-
related suspicious activity, and other elementssit

Because OHS uses a risk-based formula to alloeterdl homeland security funding, it is
critical that local governments (including law emf®ement, emergency management, fire and
EMS) are active participants in the informationréhg process. Making sure that local officials
work with the NYSIC to share suspicious activitpoes and threat information, and that OHS is
aware of the unique characteristics of a jurisdic{isuch as critical infrastructure) will help OHS
evaluate risk appropriately in future funding cycle

Threats and Hazards
Terrorism

New York State has suffered more devastating loBses terror attacks than any other state.
While tremendous investments (including finanorabyk effort, and physical construction) have

been made over the past several years, risk assessoonducted recently by the DHS and New
York State, as well as academic research on thedulif contemporary terrorism, continues to

identify New York City as one of the most likelygats of terrorism.

The terrorist threat to New York is not limited Ad Qaeda. In fact, New York has faced threats
from members of a variety of terrorist and crimioadjanizations. These threats have emerged
from domestic and international groups, lone indlinls inspired by radical philosophies and
non-state organizations. Currently, there is cosiserin the intelligence community that the
greatest threat of terrorism continues to be pasetthe radical jihadist terrorists associated with,
or inspired by, Al Qaeda. This includes the Al Qadchnchise and affiliate organizations, as
well as “homegrown” cells of self-radicalizing adéets to the Al Qaeda ideology. There are
also numerous domestic groups that threaten Newk Y&tate, including radical
environmentalists, violent racist organizationsg aarious other small networks of individuals
who would engage in terrorist or violent behavigaiast the public, government or private
sector.
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Examples of Plots, Arrests and Threats in New YorlState since 2001:

September 11 (2001)The most deadly terrorist attack in history, wiAdrQaeda operatives targeted i
World Trade Center and other targets with commegtsréners, resulted in thousands of deaths in oy
Manhattan. This was the second deadly terrorigiclation the World Trade Center; Ramzi Yous
organized a truck bombing in 1993 that killed s2ople.

Anthrax Letters (2001): The mailing of letters containing weaponized Aathspores, mainly to medi
and political targets, resulted in five deaths ali &s numerous injuries.

The Lackawanna Six (2002):A group of Yemeni-Americans from outside Buffaly were convicted
of providing material support to terrorism afteesgding time in an Al Qaeda training camp.

lyman Faris/Khalid Sheik Mohammed Brooklyn Bridge Plot (2003): lyman Faris, a truck driver wh
had been in contact with numerous Al Qaeda leades, involved in a plot to damage or destroy
Brooklyn Bridge.

Subway Poison Gas Plot (2003Reports suggest that a Bahrain-based Al Qaedantetided to targe
the New York City Subway System with a device tlatild disperse cyanide gas.

Herald Square Subway Plot (2004)Two men from Queens and Staten Island, NY werevictad of
conspiring to bomb the subway station at Heralda®gju

Albany Missile Sting (2004):Two Albany, NY residents were convicted of suppgrtterrorism for an

incident in which they agreed to help launder moteypurchase a shoulder-fired missile for a militan

group.

East Coast Buildings Plot (2005):Three British Nationals were charged with consgirio bomb
numerous buildings along the eastern seaboardeoUtiited States, including the Citigroup Center &
New York Stock Exchange.

PATH Tunnel Plot (2006): This plot, disrupted in early planning stagestesd on a Lebanese nation
and several other individuals planning to attaek Bort Authority Trans Hudson Tunnel connecting N
York and New Jersey.

JFK Airport Plot (2007): Four men from the Caribbean and South America wmested for conspiring
to bomb the fuel distribution pipeline at John fenkedy Airport in Queens, NY.

Aafia Siddiqui (2008): An American-trained neuroscientist wanted for sarppg terrorism, Siddiqui was
detained in South Asia with detailed informatioroabnumerous targets in New York including Tim
Square, the Statue of Liberty, the NY subway systerd the Plum Island biological facility.

Upstate Explosives Arrests (2008)Three men from the Capital Region were arrestetth@yAlbany
Joint Terrorism Task Force (JTTF) on charges ofufesturing and selling explosives. Nearly 80
homemade explosive devices were seized as pdré dfivestigationT he investigation resulted from
information obtained by the NYPD Intelligence Divis.

***This list is not designed to be a comprehendlige of all terrorism-related cases or plots; rathéds
designed to be representative. These cases véeyms of the severity and plausibility but areidadive
of the ongoing threat of terrorism.
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Natural Disasters

The natural beauty and tremendous diversity ofgg@ogy and topography of New York State
brings with it diverse weather related challengesluding strong thunderstorms in the spring
and summer months, frequent localized flooding &ssenequent major lake-effect snow events
and extreme temperatures. These weather eveniseseranial threats to the well-being of the
State, occurring with varying severity every yeWeather impacts are particularly serious
during the winter, when freezing temperatures, dalband ice-storms present serious threats to
essential services and sometimes to the lives of Kerkers. In fact there are several areas of
New York where the average snowfall is more thafl iti@hes per year, compared to a state
wide average of 40 inches per year. New York Stapseriences an average of six tornadoes a
year and over the past 150 years has experiengedasnaging earthquakes, four of which
registered higher than 5 on the Richter Scale. thhesat of disasters is further evidenced by the
fact that New York State currently ranks fifth meually in the number of federally declared
disasters, with at least one major disaster daaaran each of the last ten years and many more
localized events that did not receive a federaladtation but nevertheless caused significant
damage.

While the southeast United States and the GulieStatust make hurricane preparedness a way
of life and maintain a culture of preparedness ifjpet that threat, hurricanes pose a major
threat to New York as well. New York City and thereunding region have been identified as a
large urban area most at risk for a catastrophiddane event. There is precedent to support this
concern. In 1938 a hurricane devastated Long Istéanadin 1972 Hurricane Agnes came ashore
near New York City and stalled over the Southemr ©f the State. The resulting flooding killed
dozens and caused hundreds of millions of dollardamages. The Southern Tier and Hudson
Valley continue to be flood-prone areas, with masgiooding in recent years. New York State
and its local partners have spent considerableadothnd energies engaged in an aggressive
coastal storm preparedness program over the pastasgears, recognizing that statistically we
are long overdue for a major hurricane to strikevNrk State.

Protecting our population also means consideringrging communicable diseases, whether
occurring domestically or abroad. The Severe Adespiratory Syndrome (SARS) outbreak,
which reached near-pandemic levels between Nove2®@2 and July 2003, provided a wake-
up call to the emergency management, homeland ise@md health sectors that naturally
occurring communicable diseases remain a signifidlareat, despite tremendous advances in
healthcare over the past several decades. The mangimieat of a pandemic and New York’s
position as a major international transportatiorb hincreases our risk of a foreign-born
communicable illness being introduced into our pafon. Additionally, communicable
infectious diseases in non-human populations, sisckhe 2005 outbreak of Chronic Wasting
Disease in the Mohawk Valley Region of Upstate Néovk, posed a significant threat to our
domestic livestock and wild animal populations aegluired a major response by local and State
government agencies to mitigate.
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Vulnerabilities and Consequences

New York State is the third largest state in theeamawith over 19 million people. It contains 62

counties, including the 5 boroughs of New York CityThere are more than 4,200 local
governments, including 932 towns, 554 villagescizs, and 700 school districts in New York.

The size, diversity, and complexity of the Statesent an array of potential vulnerabilities and
conseqguences.

Metropolitan Areas

New York State is home to some of the most vib@md urban areas in the United States.
Metropolitan areas, because of their populationsifgrand concentration of infrastructure,
present a series of unique vulnerabilities and mi@ke consequences. There are specific
preparedness issues that must be considered dieedyhamics of a major metropolitan area,
including urban search and rescue, infrastructge and resilience and evacuation planning.
New York contains numerous urban areas; includmg@assified as a Tier 1 Urban Area by the
DHS UASI program and four classified as Tier 2 Url#aeas. These five urban areas contain
83% of New York State’s population. New York Citgcathe surrounding counties (including
Long Island) are in a Tier 1 Urban Area as defibgdHS. This selection by DHS places New
York City at the highest end of the risk profileesfrum. Albany, Buffalo, Rochester and
Syracuse and their neighbors are all classifiedias 2 Urban Areas, meaning they also face
serious risks but not at the Tier 1 level. In additto the UASI regions, there are many other
cities in New York State that face similar typeschéllenges associated with preparedness in an
urban environment. The lack of a UASI designatignOiHS does not mean they are without
risk.

The New York State Economy

A 2008 World Bank report identified New York Statesconomy as the $3argest in the world,
larger than the economies of Brazil, South Kored Btexico. Encompassing more than 1.1
trillion dollars in goods and services, the econommymulti-faceted and vulnerable to both
naturally occurring and man-made threats. Majotassf the economy include financial and
insurance services; printing and publishing; fash@pparel, and textiles; agriculture and food
processing; optics and imaging; computer hardwareé software; biomedical and chemical
products; industrial machinery and systems; trartapon; and the tourism and hospitality
sectors.

New York City is a global city and the national daarguably the international, capital of the
financial sector. The New York Stock Exchange,wleld’s largest by dollar volume, is housed
on Wall Street in lower Manhattan. The city is hotoeconcentrations of several other key
industries including media production, publishingldelecommunications. New York City also
contains some of the most prestigious providerspadfessional services such as legal,
accounting, marketing and medical services.

Other urban regions in New York State also haveisiries that are particularly central to their
financial and social well-being. The Buffalo regibas a significant chemical manufacturing
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industry and one of the largest power productianlifees in the nation. Rochester has a strong
optics and imaging sector, Utica has a strong im@lsmachinery sector, Binghamton has
computer industry, and Albany, as the State capitat a strong public sector as well as a
number of businesses associated with government.

While this economic vitality is obviously a strehgtf New York State, it also means that the
consequences of a prolonged disruption of econauiwity due to a natural or man-made
disaster would be severe not only locally, butoraily and internationally, as well.

Critical Infrastructure

New York State’s Critical Infrastructure and Keydearces (CIKR) are as wide-ranging and
important as any state in the country. Criticalrdsfructure and Key Resources are assets,
systems and networks, both physical and virtuaickviare so vital to the New York State that
the loss, destruction or incapacitation of them Midwave a major cascading impact on security,
economic security, public health or the public safe the Staté.DHS has designated 18 CIKR
sectors.

CIKR assets in New York go well beyond the 6 nuclesactors and nearly 200 high risk
chemical facilities across the State. Sites like th : _

Statue of Liberty, the Empire State Buildin( 12e18DHS Def'gee(itg;gfcal Infrastructure
Niagara Falls, Grand Central Station and 1 _agriculture and Food

United Nations, are important because of th| -Banking and Finance

symbolic value to the Nation. Mass trang -Chemical

systems, commercial aviation, financial centq “Commercial Facilities _ I
and transportation infrastructure (tunnels a :gﬁ;lrgle,\rﬂcﬂu’?;gfﬁr:gReaCtors' Materials and Wapte
bridges) have all been targeted by terrorists| .pams

New York State. Beyond those sectors which hg -Defense Industrial Base

already been the target of publicized ploj -Drinking Water a_nd Water Treatment —Facilities
hospitals, port facilities, retail facilities| -Emergency Services

educational institutions and public utilities (e. :ng/g)r’]mem R

electrical grids and water delivery systems) | _nformation Technology

support the day-to-day life of New Yorkers. -National Monuments and Icons

-Postal and Shipping

These sectors are not, however, just subject '_';‘ejgt';:ﬁ‘:{:‘if;?o'r'l'sea“hcare

terrorist tr_lreats. Critical mfra_lstructure can als» iansporiation Systems

compromised by natural disasters, human efror

and poor maintenance. Another key vulnerabilityt trasses all critical infrastructure sectors is
their increasing reliance on computers and infoionatiechnology. The threat of cyber-terrorism
or other cyber-attack is illustrative of the intepgndencies of modern society. Many critical
assets rely upon networked computers, data secantly the Supervisory Control and Data
Acquisition (SCADA) systems that control infrasttuie of all kinds.

To illustrate one CIKR area of particular conceéMew York State contains one of the country’s
most complicated and layered transportation netsvovkith 112,000 miles of roadway, major

2 Based on the DHS definition of CIKR as outlinedhe National Infrastructure Protection Plan
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mass transit systems, harbors, canals, as welll &gas of private and commercial aviation,
New York’s transportation sector is vast. On a ¢gpiweekday, the New York City subway
system carries approximately 7 million passenger2007, more than 111 million passengers
transited through the three major airports in theCNMetro area. Ferry ridership (including both
private carriers and the Staten Island Ferry) was ©00,000 people per day. New York Harbor
handles more than 900 commercial vessels in arageatay. Finally, New York has more than
800 miles of canals and linked waterways acrossStiage. Overall, the State’s transportation
sector is vast, and subject to numerous threatsrmitiral and man-made.

New York also has significant CIKR in the governmércilities sector. These facilities include
federal, State, local and tribal government faesitacross the State, including the court system
and a variety of legislative and executive offieaeldings. However, unlike most of the country,
New York also hosts many international governmeutlities including, consulates, permanent
missions, and the headquarters of the United Natfjaith its annual General Assembly). All of
these government facilities, foreign and domesbastitute potential targets for terrorism.

Major Events and Mass Gatherings

New York is home to numerous major events and rgasterings. These range from the annual
New Year's Eve celebration in Times Square to thmarksgiving and Saint Patrick’s Day
Parades to major sporting events and concerts drinenState. Major internationally recognized
sporting centers exist in New York City, such amk&e Stadium in the Bronx and Madison
Square Garden in Manhattan. Similar venues eXistralind the State as well. Examples include
the Ralph Wilson Stadium and HSBC Arena in Buffakgassau Coliseum in Long Island,
Watkins Glen Motor Speedway; the horse tracks iratga, Belmont, and Vernon Downs; the
annual Harbor Fest in Oswego; the State Fair im@&ge; and the Olympic Winter Sports
complexes that bring hundreds of thousands oforsi year to Lake Placid.

Additional Geographic and Demographic Concerns

New York State’s coastal and international bordams also important geographic factors to
consider. The 445 mile (716 km) international bordéth Canada provides great benefits
including economic growth and cultural exchangesthie Buffalo/Erie/Niagara region alone,

there are six international bridges between theabké Canada: four with vehicle traffic handling

of 13.8 million crossings annually, and two raildges transporting $1.2 billion of commerce
per day. The free flow of commerce is critical tor @conomy, but our border also presents
security challenges, such as the illegal transportaf contraband and people. Border security
remains a collective, collaborative effort with &dl, state, local and tribal law enforcement
agencies on both sides of the border.

Finally, another key factor in assessing New Yorkiglnerability is that of vulnerable
populations. These are groups that are more susleepd the impacts of disasters. Often they
are immobile or more likely to be negatively impatty a particular event. These populations
include the very young, the elderly, the medicagpendent or disabled and the economically
disadvantaged. Although these populations are nmogue to New York, their inherent
preparedness challenges require dedicated attanttbe emergency planning process.
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SECTION Il - STRATEGIC GOALS & OBJECTIVES

These Strategic goals and objectives were develbpséd on input from local and State stakeholdersnot
everyone will act on all of the goals and objedive the same way. However, all local and State dland
security activities, projects and programs showdble to support the goals and objectives in scapacity.
Although these goals and objectives are collecéifferts for the most part, some agencies may haveem
specific responsibilities than others.

GOAL 1

Associated National Priority | Primary Target Capability Areas

Strengthen CBRNE Detection,
Response, and Decontamination

Capabilities

Strengthen CBRNE Detection
Response, and
Decontamination Capabilities

CBRNE Detection
WMD/HazMat Response and
Decontamination

Explosive Device Response
Operations

Responder Safety and Health

Objective 1.1

Ensure that CBRNE Response Planksidimg County HazMat Plans, are updated regula

=
<

Objective 1.2

Coordinate CBRNE response plannirgpiiress events that overwhelm jurisdictional
capabilities and call for higher-level State ordial resources

Objective 1.3

Ensure responders have appropriatoRa Protective Equipment (PPE) for safety withi
CBRNE environment based on their responsibilities

-]

Objective 1.4

Identify CBRNE equipment needs anctipase DHS-approved equipment to close
identified gaps

Objective 1.5

Identify CBRNE training shortfallscaoonduct training to close identified gaps

Objective 1.6

Ensure responders have the apprepgaeiwledge, skills, ability, and equipment to
recognize a true WMD situation

Objective 1.7

Conduct multi-disciplinary, multi-jadictional HSEEP-compliant exercises to test CBRN
plans, protocols, and response procedures

NE

Objective 1.8

Maintain and/or replace equipmenth@eWeapons of Mass Destruction (WMD) trailers that

were previously delivered to jurisdictions by th&$IOffice of Homeland Security (OHS)

Objective 1.9

Enhance capacity for decontamindbimih on-scene and at secondary locations, such a
hospitals

Objective 1.10

Implement regional solutions to erdeathe capabilities of New York State’s local
Hazardous Materials (HazMat) Response Teams

Objective 1.11

Enhance bomb squad readiness thiaugéted planning, training, exercise, and equigme

acquisition activities

Objective 1.12

Enhance Improvised Explosive DeY{iE®) awareness and preparedness capabilities
through education, detection, and target hardeantigities

Objective 1.13

Enhance radiological capabilitieetigh continued participation in the “Securing the
Cities” initiative in the NYC metropolitan area

Objective 1.14

Using the model provided by the ‘(8&w the Cities” initiative, develop and implemené
State Radiation Defense Plan to build statewid®lagical detection capabilities

Objective 1.15

Develop and implement a Radioadilagerials Source Security Program in New York
State

Objective 1.16

Develop a statewide capability tatar and assess environmental health impacts of a
CBRNE event

Objective 1.17

Enhance laboratory capability amubcéy for the detection of chemical, biological,

.

D

radiological, and nuclear threat agents
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GOAL 2

Associated National Priority | Primary Target Capability Areas

Protect Critical Infrastructure and | Implement the National Critical Infrastructure Protection
Key Resources (CIKR) Infrastructure Protection Plan Risk Management

Information Sharing and
Dissemination

Information Gathering and
Recognition of Indicators and
Warnings

Emergency Public Safety and
Security Response

Objective 2.1

Establish governance structures idegpublic and private efforts to protect critical
infrastructure and soft targets in New York Statecteating a statewide critical infrastructu
advisory committee and formalizing informal struetsi

re

Objective 2.2

Identify and prioritize CIKR usingtenological solutions, such as the Automated Gilitic
Asset Management System (ACAMS)

Objective 2.3

Conduct an annual State and RegiohéR Threat and Risk Assessment with support fro
local government, the private sector and the NYSIC

m

Objective 2.4

Develop an information/intelligencsibn process at the NYSIC for critical infrastiuret
protection by modeling CI risk analysis after thd®HITRAC (Homeland Infrastructure
Threat and Risk Analysis Center)

Objective 2.5

Leverage the use of Geographic In&ion Systems (GIS) and other data-based applitatio

such as CIRIS and other propriety databases, ipastipf CIKR analysis

Objective 2.6

Establish or enhance CIKR informasbaring mechanisms, through model programs an
platforms, such as HSIN-NY, Health Alert NetworkdaNYPD SHIELD

d

Objective 2.7

Work with local, state and federatrages and private entities to conduct critical
infrastructure assessments and to develop plabhsdnabe used to promote prevention,
protection and rapid recovery from all hazards

Objective 2.8

Develop and support regional solitmmconduct CIKR site security visits by leveragin
federal, State and local trained personnel

Objective 2.9

Conduct training and HSEEP-complexdrcises to support and test critical infrastruectu
protection efforts

Objective 2.10

Support target hardening throughsay security measures, the creation of buffeezon
investment in cyber security, and the deploymemesgonnel at CIKR sites (i.e. Empire
Shield, Operation Atlas)

Objective 2.11

Promote Continuity of Operations (@®) and Continuity of Government (COG) planning
for CIKR through education and outreach

Objective 2.12

Incorporate resiliency into critioafrastructure protection efforts to lessen thesamuence
from natural or man-made hazards, by encouragivgtersector investment in infrastructu
resiliency and by including the private-sector meggency planning and operation activitie

re

n
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GOAL 3

Associated National Priority | Primary Target Capability Areas

Strengthen Information
Sharing, Collaboration and
Intelligence Analysis

Strengthen Information
Sharing and Collaboration
Capabilities

Intelligence Information Sharing and
Dissemination

Intelligence Analysis and Production
Information Gathering and Recognition of
Indicators and Warnings

Critical Infrastructure Protection

Objective 3.1

Receive, process, and disseminatestaom security information to stakeholders in aetym
manner

Objective 3.2

Collect, fuse, and analyze all tesrarrelated intelligence; conduct threat and vidbéity
assessments; and disseminate intelligence acctyding

Objective 3.3

Ensure, and enhance connectivitgdéfal, state, and local partners to the New Y takeS
Intelligence Center (NYSIC), as well as to regioaadl local fusion centers in support of “al
crimes” information sharing and analysis

Objective 3.4

Expand outreach and information-sttpeifforts beyond the law enforcement community, {
include fire, public health, EMS, emergency managmithe private sector, and other
stakeholders.

Objective 3.5

Augment private sector outreach &fty Critical Infrastructure Sectors and at-risisinesses$

Objective 3.6

Increase public awareness and sasiGctivity reporting (SAR) through ongoing outiea
and education on security issues, to include coniiynorganizations, private security
partners, and the general public

Objective 3.7

Enhance statewide, regional and Ipleaining efforts to ensure ongoing informationrsig
and to identify information sharing gaps througkd®assessments

Objective 3.8

Ensure the presence and securityfofmation technology and systems to facilitate
information sharing and analysis

Objective 3.9

Conduct training and HSEEP-complexsrcises to build and test information sharing and
intelligence capabilities

Objective 3.10

Promote the hiring, training and okimtelligence analysts in support of the NYS Haamd
Security Strategy

Objective 3.11

Provide further support to statewrdgatives that foster the sharing of informatiand
intelligence, such as the Field Intelligence OffidelO), the Corrections Criminal Intelligeng
Program (CCIP) and Intelligence Analyst Exchangemms

e

Objective 3.12

Obtain security clearances for kesgpnnel and policymakers whose duties requiresadoe
classified information

Objective 3.13

Improve situational awareness byiping classified briefings and information to aled
personnel

Objective 3.14

Expand information sharing and dmtation through the establishment of partnersivps
academic institutions involved in homeland secutiyrorism studies, intelligence and relat

fields of study
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GOAL 4 Associated National Priority | Primary Target Capability Areas
Strengthen Multiple National Priorities Counter-terror Investigation and Law
Counterterrorism and Enforcement
Law Enforcement Intelligence Information Sharing and
Capabilities Dissemination

Explosive Device Response Operations

Objective 4.1

Equip, train, exercise and othersigeport special operations and tactical respongg, un
including SWAT Teams, Bomb Squads and ExplosiveeEt&in Canine Teams

Objective 4.2

Ensure coordination of federal, state local law enforcement investigations through t
Counter-Terrorism Zones (CTZs), Joint TerrorismKlasrces (JTTFs), Integrated Border
Enforcement Teams (IBETs), and other related sirast

Objective 4.3

Build law enforcement capabilitiesedily related to counterterrorism and homelandisgc
through the purchase of specialized equipment/tdolgy and by supporting targeted law
enforcement operations

Objective 4.4

Train law enforcement officers andspanel on current terrorist tactics, techniquesb an
procedures (TTP)

Objective 4.5

Develop and implement a long-termtNem Border Security Strategy in conjunction with
local, state, tribal, federal, and Canadian staldsns

Objective 4.6

Improve security at the Northern Bordsing enhanced and expanded intelligence-dtaxen
enforcement operations

Objective 4.7

Facilitate federal, state and loealusity and law enforcement efforts to protectcait
infrastructure

Objective 4.8

Enhance counterterrorism efforts daytinuing to support initiatives to detect and ailrthe
use of fraudulent identification documents

Objective 4.9

Test security measures through teeotiSRed Teams” and related planning and exercises

Objective 4.10

Train and support local prosecuitoounter-terrorism and money laundering inve $ikye
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GOAL 5

Associated National Priority Primary Target Capability Areas

Enhance Incident
Management and Responsg

Capabilities

Implement the National Incident
Management System
(NIMS)/National Response
Framework (NRF)

Planning

Onsite Incident Management
Emergency Operations Center
Management

Critical Resource Logistics &
Distribution

Search and Rescue

Objective 5.1

Conduct annual NIMS implementatiotivéttes

Objective 5.2

Ensure statewide compliance with ahhUMS requirements by offering state-specific
guidance, technical assistance and by promotingskeof the federal NIMSCAST reporting
software

Objective 5.3

Conduct training needs assessmeidendfy and fill training gaps

Objective 5.4

Ensure agency personnel receive appte NIMS/ICS training

Objective 5.5

Incorporate NIMS and Incident Comm&ydtem (ICS) into all State and local training and
exercises

Objective 5.6

Provide NIMS/NRF related training anakrcise opportunities to agency executives and
elected officials

Objective 5.7

Participate in HSEEP-compliant ali-dwal exercise program that involves first respanider
from multiple disciplines

Objective 5.8

Incorporate both exercise and indidigiven corrective actions into preparedness and
response plans and procedures

Objective 5.9

Participate in and promote mutualegteements

Objective 5.10

Ensure First Responder communityth@gquipment necessary for multidiscipline resgon
in an All Hazards environment

Objective 5.11

Improve response coordination angementation activities through a system of reseurc
typing, capability and capacity inventory and credsding

Objective 5.12

Develop disaster logistics suppgmugh pre-scripted mission assignments and contynodi
distribution plans and protocols

Objective 5.13

Update emergency management plansaoporate NIMS and reflect the NRF

Objective 5.14

Conduct a baseline inventory of taxisState and local emergency response plans and
capabilities

Objective 5.15

Develop plans and response capabiliased on gaps and jurisdictional need

Objective 5.16

Enhance the capabilities of Statgional and local Incident Management Teams

Objective 5.17

Enhance State and local Emergeneyd@pns Center (EOC) capabilities through targeted
equipment purchases and EOC training efforts

Objective 5.18

Develop the State Preparednessimiga®enter to offer multi-disciplinary preparedness
training to State and local first responders amgiostakeholders

Objective 5.19

Strengthen State and local RescaenTand Urban Search and Rescue (USAR) capabilitie
through targeted planning, training, exercise, @pgipment acquisition activities.

*S

Objective 5.20

Institutionalize, within the frameskaf ICS, the Joint Information System (JIS) ahe tise
of the Joint Information Center (JIC)

Objective 5.21

Engage the private sector in prajragss and response activities, such as leveragveaje

sector resources for incident response
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GOAL 6

Associated National Priority Primary Target Capability Areas

Strengthen Communication
and Emergency Alert

Capabilities

Communications

Emergency Public Information and
Warning

On-Site Incident Management

Strengthen Interoperable and
Operable Communications
Capabilities

Objective 6.1

Strengthen Alert and Warning Capaédithrough participation in NY-Alert and other
emergency notification systems

Objective 6.2

Develop governance structures faroperability that are consistent with the Statewid
Communications Interoperability Plan (SCIP)

Objective 6.3

Develop communications Standard Qpey&rocedures (SOPs) for individual agencies, ft
joint operations, for emergencies, and across nsgiloat are integrated with the National
Incident Management System (NIMS)

g

Objective 6.4

Conduct communications asset suraagsneeds assessments to improve interoperable
communications planning

Objective 6.5

Support State and regional plannffayts to find interoperable communications solago

Objective 6.6

Develop, implement, and test Tactioctdroperable Communications (TIC) Plans in the
State’s 5 federally-designated Urban Areas

Objective 6.7

Acquire and deploy P-25 complianhtextogy that enable seamless communications acro
all public safety frequency bands, while ensurimgf existing legacy systems remain viable
and operable

SS

Objective 6.8

Ensure that communications systemslesigned and hardened adequately to withstand t
harsh conditions in which first responders operate

Objective 6.9

Ensure that first responders cankiyrestablish communications during a disasteruglo
the use of mobile command systems and equipmehesac

Objective 6.10

Provide training for first resporglen the use of interoperable communications egempm

Objective 6.11

Provide communications leadersk@ming to improve communications planning and
policymaking

Objective 6.12

Conduct multi-jurisdictional, mudtisciplinary HSEEP-compliant exercises to testitedity
of communications plans, SOPs, and systems in Nesk $tate

Objective 6.13

Coordinate with other States anda@ario enhance communications capabilities in vorde

areas
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GOAL 7

Associated National Priority Primary Target Capabilities Areas

Strengthen Emergency
Planning, Citizen and
Community Preparedneg

Strengthen Planning and Citizen
Preparedness

Planning

Community Preparedness and Participati
Citizen Evacuation and Shelter-in-Place
Mass Care

Volunteer Management and Donations

Objective 7.1

Develop and maintain Comprehensivefgency Management Plans (CEMPs) at all level
government

s of

Objective 7.2

Ensure CEMPs address special neebigudinerable populations, including targeted matsri
and messaging for these communities

Objective 7.3

Ensure CEMPs include disaster regoaed mitigation plans

Objective 7.4

Develop COOP and COG plans in suppfaitsaster recovery activities

Objective 7.5

Integrate non-governmental, commubéged, faith-based organizations and private sect(
stakeholders into preparedness planning, traiming,exercises

A4

Objective 7.6

Conduct HSEEP-compliant exercisdsdbplans and identify opportunities for improverne

Objective 7.7

Enhance mass care and shelteringiiiea by identifying shelter locations, obtaigimass
care supplies and developing staff to support gempapulation, functional/medical needs, &
pet shelters

nd

Objective 7.8

Develop, equip and train voluntegpsdo enhance the state’s ability to safeguarchalsi,
agriculture and food

Objective 7.9

Identify, recruit and train disastesponse volunteers by partnering with non-goventatge
community-based and faith-based organizationsgaoraance with respective CEMPs

Objective 7.10

Increase disaster training and wekmopportunities for public and private sectopkiyees

Objective 7.11

Encourage the growth of Citizen Gd@muncils and their integration with State ancloc
preparedness and response efforts

Objective 7.12

Develop State and local volunteer donations management capabilities

Objective 7.13

Establish agreements with the peigatctor to provide disaster relief supplies

Objective 7.14

Conduct public education and outrgadncrease community preparedness
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GOAL 8

Associated National Priority Primary Target Capabilities Areas

Enhance Regional Capabilitig Enhance Regional Collaboratio Planning
Coordination and Mutual Aid Risk Management

Critical Resource Logistics and
Distribution
Mass Care

Objective 8.1

Promote a regional approach to homaet@curity across New York State to develop regjio
preparedness, response and recovery capabilities

=]

Objective 8.2

Participate in regional working grewgmd planning committees to identify gaps and ldgve
regional security plans and preparedness solutions

Objective 8.3

Develop formal regional and countytumaliaid agreements for emergency response

Objective 8.4

Establish a statewide mutual aid ement to enhance preparedness and facilitate #rengh
of resources across the State during major disaster

Objective 8.5

Conduct regional multi-jurisdictionatulti-agency table top and full scale HSEEP-coamal
exercises

Objective 8.6

Support regional mass care and ecqenpicaches to expedite the deployment of critical
resources within each SEMO region

Objective 8.7

Foster Urban Area Working Group (UAWSBIlaboration and ensure appropriate
representation of disciplines and sectors on UAVE@Gsss the State

Objective 8.8

Continue NY/NJ/CT Regional Transic@&y Work Group collaboration on transit security
priorities in the region

Objective 8.9

Develop a regional catastrophic fitaerthe NYC UASI; enhance regional catastrophic
preparedness and mass evacuation planning in atbas based on specific hazards

Objective 8.10

Participate in Area Maritime Segu@ommittees to address maritime security issues

Objective 8.11

Support the annual State “Empireré€ige” to build and test regional capabilities

Objective 8.12

Obtain local and regional input®&ate homeland security program and planning tivda

by establishing or collaborating with regional aabry teams or working groups
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GOAL 9 Associated National Priority Primary Target Capability Areas
Support Health Emergency | Strengthen Medical Surge and Epidemiological Surveillance and
Preparedness Mass Prophylaxis Capabilities Investigation

Medical Surge

Medical Supplies Management and
Distribution

Mass Prophylaxis

Emergency Triage and Pre-Hospital
Treatment

Isolation and Quarantine

Objective 9.1

Enhance community, regional and naficross-disciplinary planning efforts to preptme
and respond to a health emergency

Objective 9.2

Support health emergency preparedrasing and exercises to align community, regipna
State and national preparedness and responsdiastivi

Objective 9.3

Enhance epidemiological surveillaaod investigation capabilities; ensuring the absito
collect, transport, identify and analyze informatmr substances that will indicate a public
health crisis

Objective 9.4

Enhance medical emergency respornsbdaies, including medical triage, decontamioati
pre-hospital treatment, medical surge and massattgsuanagement

Objective 9.5

Ensure medical facility resilience @ontinuity of operations; including COOP planning
surge capacity, credentialing, and physical segurit

Objective 9.6

Ensure the availability, viabilitycdaaccess to mass prophylaxes and other medical
countermeasures; including related logistical syste

Objective 9.7

Support a statewide capability taritiate and dispense medical countermeasures ladieic
federal, regional, and local capacities

Objective 9.8

Develop plans to identify staff, ggraent, and resources to operate Alternate Cardittescif
existing capabilities are overwhelmed due to asiesa
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GOAL 10 Associated National Priority Primary Target Capability Areas
Enhance Cyber| Implement the National Infrastructure Critical Infrastructure Protection
Preparedness | Protection Plan (NIPP) Risk Management

Capabilities Planning

Intelligence Information Sharing and
Dissemination

Intelligence Analysis and Production
Information Gathering and Recognition of
Indicators and Warnings

Objective 10.1

Enhance cyber security awarenesgdeernment, business and home computer usersgtirou
education and outreach activities

Objective 10.2

Ensure situational awareness amougrgment and private sector security partnersutyito
information sharing programs, including the Pulblitvate Sector Cyber Security Workgrou
and the Multi-State Information Sharing and AnaySenter (MS-ISAC)

O

Objective 10.3

Establish cyber security policied atandards for all New York State government istjt
and ensure compliance with such policies

Objective 10.4

Develop and implement a prograniNlew York State and local government Information
Security Officers (ISOs) and other cyber securéyspnnel focusing on information security
education, training, and exercises

Objective 10.5

Implement systems to prevent antept@gainst, and ensure an effective responsedto a
recovery from, cyber attacks and significant inaoide

Objective 10.6

Develop and implement a comprehenBrocess Control/Supervisory Control and Data
Acquisition (SCADA) cyber security awareness, edioca and training program for the
owners/operators of SCADA-controlled CIKR within NBtate
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Appendix 1: Authorities & Guidelines

NEW YORK STATE DISASTER PREPAREDNESS
AND COUNTER-TERRORISM LAWS

Executive Law Article 2-B

Article 2-B of the New York State Executive Law,aeted in 1978, created the New York State
Disaster Preparedness Commission. It shifted engpfras civil defense to all-hazards
preparedness.

This law provides that:

local government and emergency service organizationtinue their essential role as the
first line of defense in times of disaster;

the State provide appropriate supportive servioceld extent necessary;

local government officials take an active rolehe tlevelopment and implementation of
disaster preparedness programs;

State and local natural disaster and emergencpmssgunctions be coordinated in order
to bring the fullest protection and benefit to geople; and

State resources be organized and prepared for imtaegffective response to disasters
which are beyond the capability of local governmsearid emergency service
organizations.

Upon the declaration of a State disaster emergéheyState Disaster Preparedness Commission
(DPC) is charged with directing and coordinatingadter operations among the various federal,
state, municipal and private agencies involved. DRE includes 23 State agencies and the
American Red Cross. The State Emergency Manage@féoe (SEMO) serves as the staff arm
of the DPC. SEMO is the focal point for all emerggmanagement programs including
maintaining the State Emergency Operations Cengtadministering federal disaster relief
funds.

Article 2-B outlines the requirements for State &vwhl disaster plans, although local plans are
authorized and not mandated. SEMO is responsiblmé&intaining the State’s Comprehensive
Emergency Management Plan (CEMP) and its functianakxes. The CEMP is composed of
the State’s Mitigation Plan, the Response and Skenh Recovery Plan and the Long Term
Recovery Plan. More detail on Article 2-B can berfd at http://www.semo.state.ny.us

The Anti-Terrorism Act of 2001

Chapter 300 of 2001, the “Anti-Terrorism Act of A200created the following new State-level
terrorism crimes for persons who commit terrorcssamake terrorist threats or who render
assistance to terrorists in New York State, bytangasix penal law offenses: i) soliciting or
providing support for an act of terrorism in thesfiand second degrees; ii) crime of terrorism iii)
making a terroristic threat; and iv) hindering rostion of terrorism in the first and second
degrees.
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Water Supply Vulnerability to Terrorist Attack

Chapter 405 of 2002 amended the Public Health loargquire public and private water
suppliers to provide emergency plans and an asabjsheir vulnerability to terrorist attack, and
to require the Commissioner of Health to retaimpycof each plan.

Energy Generating and Transmission Facility Securyt

Chapter 403 of 2003 directed what was then thec®fff Public Security (later renamed the
Office of Homeland Security) to undertake a revaavd analysis of measures being taken to
protect the security of critical infrastructureateld to energy generation and transmission located
within the State, by the public service commissi&tate agencies, authorities, political
subdivisions, and by federal entities.

The law requires periodic reporting to the Govertioe Temporary President of the Senate, the
Assembly Speaker, the Chairman of the Public Ser@cmmission (PSC) and the chief
executive of any affected transmission or genegdtility affected on the security measures
being taken, their effectiveness, and recommendatio improve security. These reports are not
available to the public.

The Anti-Terrorism Preparedness Act of 2004

Chapter 1 of 2004, the “Anti-Terrorism Preparedristsof 2004,” renamed the Office of Public
Security as the Office of Homeland Security. Th&c@fof Homeland Security was charged with
overseeing and coordinating the State’s homelaodrisg resources and counter-terrorism
strategies.

The law also required the Director of the OfficeHzfmeland Security to review, analyze and
report on security measures at chemical plantstordge facilities to ensure proper security at
these critical sites; required general aviatiopaits to register with the Department of
Transportation to document their security proceslimea written security plan, to implement
additional security measures; and mandated mogeédrd training for first responders in dealing
with hazardous materials incidents.

The law created new crimes relating to the possessi use of a chemical or biological weapon
and money laundering in support of terrorism.

Ammonium Nitrate Security

Chapter 620 of 2005 directed the Office of Homel&edurity, in conjunction with the
Department of Agriculture and Markets, to develoles and regulations to ensure that: 1)
Ammonium nitrate retailers be registered with th&&and maintain accurate records for a
minimum of two years; and record the date of satéguantity purchased along with a valid
State or federal picture identification card numéed the name, current physical address and
telephone number for the purchaser; and 2) Ammomiitrate storage facilities are
appropriately secured against vandalism, thefttloer unauthorized access.
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Pets Evacuation and Transportation Standards Act 02006

Chapter 677 of 2006 enacted the “Pets Evacuatidimeamsportation Standards Act of 2006,”
requiring disaster preparedness plans in New Yotkke into account the needs of individuals
with domesticated pets and service animals follgvardisaster emergency.

Pipeline Security Review

Chapter 630 of 2007 directed the Office of Homel&edurity to review security measures taken
by the New York State Public Service Commissionclmmmercial aviation fuel, petroleum and
natural gas transmission facilities and pipelinas issue periodic reports based on the findings.
These reports are not available to the public.

The Freedom to Report Terrorism Act of 2007

Chapter 651 of 2007, the “Freedom to Report TesnorAct”, provides protections against
litigation for individuals who report potential terist activities. This act is based on the premise
that fear of lawsuits may dissuade honest citiZeama reporting suspicious, potentially terrorist
activity. The law shields persons from civil andvanal liability in New York courts if they act

in “good faith” and with the reasonable belief thatindividual is acting in furtherance of a
crime or an act of terrorism. Malicious reportsagpicious behavior to law enforcement are not
protected by the law.

Nursing Home/Assisted Living Facility Disaster Prepredness

Chapter 589 of 2008 provides for the Disaster Regpeess Commission to issue disaster
preparedness standards for nursing homes andesskishg facilities, and for the Department of
Health to continue in its role of working with thredividual facilities and reviewing their plans.

Executive Order 26

In 1996, Governor Pataki issued Executive Order2oestablishing thBational Interagency
Incident Management System (NIIM3jcident Command System (ICS) as the State atand
command and control system that will be utilizedimly emergency operations. This Executive
Order was updated by Governor Spitzer via Execudxaer 26.1 of 2006 to reflect the change
to the National Incident Management System (NIM&) has been has been continued by
Governor Paterson’s Executive Order No. 9.

Safe Schools Against Violence in Education Act (Pject SAVE)

Education Law Article 55 Section 2801-a and Edwra@Commissioner’'s Regulation 155.17
requires a multi-hazard district-wide school safg@gn and a building-level emergency response
plan for each building in the school district. RajSAVE includes (but is not limited to)
requirements to develop procedures for school diatios, early dismissal, evacuation, and
sheltering; to define the chain of command in amearconsistent with the incident command
system; annual multi-hazard school safety traifiangtaff and students; an annual review of the
plans and the conduct of exercises to test compeménthe emergency response plan; and
policies and procedures for securing and restgcaiiccess to a crime scene on school property.
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RELEVANT NATIONAL STRATEGIES & PLANS

National Strategy for Homeland Security(Released: July 2002; Revised: October 2007)

TheNational Strategy for Homeland Secunigcognizes that while we must continue to focus on
the persistent and evolving terrorist threat, vé® ahust address the full range of potential
catastrophic events, including man-made and nadlisakters, due to their implications for
homeland security. The purpose of Bteategyis to guide, organize, and unify the Nation’s
homeland security efforts. This includes applyingpenprehensive approach in order to enhance
key components of our nation’s prevention, protetgtresponse, and recovery systems. It
provides a common framework by which the entireidfashould focus its efforts on the

following four National goals:

Prevent and disrupt terrorist attacks;

Protect the American people, our critical infrastase, and key resources;
Respond to and recover from incidents that do o@na

Continue to strengthen the foundation to ensurdamg-term success.

Weblink: http://www.dhs.qgov/xlibrary/assets/nat strat homed&ecurity 2007.pdf

National Response Framework (NRF)Released: March 2008, Replaced NRP (National
Response Plan of January 2005)

The NRFis a guide to how the Nation conducts all-hazaedponse. It is built upon scalable,
flexible, and adaptable coordinating structurealign key roles and responsibilities across the
Nation, linking all levels of government, nongoverental organizations, and the private sector.
It is intended to capture specific authorities ardt practices for managing incidents that range
from the serious but purely local, to large-scaledrist attacks or catastrophic natural disasters.

Weblink: http://www.fema.gov/pdf/emergency/nrf/nrf-core.pdf

The National Incident Management System (NIMS)Released: March 2004; Revised:
December 2008)

Under Homeland Security Presidential Directive SBD-5), the Federal government has
created the National Incident Management SysteriMi@)I This system directs the creation of a
comprehensive, national approach to incident manageby federal, state, territorial, Tribal
and local responders involved in disaster prepagsiprevention, response, and recovery
activities. “First Responders” extend beyond tiadil Fire, HAZMAT, Police, and EMS to
include public works, public health, emergency caminations, and emergency management to
name a few. This integrated system establishesf@aromset of processes, protocols, and
procedures that all emergency responders, at éseglof government will use to conduct
response actions. The Presidential Directive alakes NIMS compliance a requirement for any
of these entities wishing to receive Federal fustdsting with Federal fiscal year 2007, and
provides compliance guidance.

Weblink: http://www.fema.gov/pdf/emergency/nims/NIMS _cord.pd
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National Preparedness DirectivdReleased: December 2003)

This directive establishes policies to strengthengreparedness of the United States to prevent
and respond to threatened or actual domestic tstraitacks, major disasters, and other
emergencies by requiring a national domestic atbhhds preparedness goal, establishing
mechanisms for improved delivery of Federal preghaess assistance to state and local
governments, and outlining actions to strengtheparedness capabilities of federal, state, and
local entities.

Weblink: http://www.dhs.gov/xabout/laws/qc 12154442471 24nsht

The National Preparedness GuidelinegReleased: September 2007)

The guidelines are contained in four documenke National Preparedness Vision, The
National Planning Scenarios, The Universal Task,laadThe Target Capabilities Lis¥While
placing an emphasis on events which would reqaipedrand coordinated national action, these
guidelines use an all hazards approach to addagsiities-based preparedness for the full
range of homeland security missions, from preventiwough recovery. In doing this, relative
risks of catastrophic events are weighed, alonf m@sources needed, to determine the most
reasonable and optimal level of preparedness. ddeehbehind this vision is that preparedness
requires a coordinated national effort involvinggrlevel of government, as well as the private
sector, nongovernmental organizations, and indadiditizens. The guidelines recognize that the
different constituencies just iterated have wort@dlecades in managing natural disasters and
technological emergencies, particularly with regardesponse and recovery, but that our
country has had “far less” experience with tertaaisacks, particularly with regard to prevention
and protection.

Weblink: http://www.dhs.gov/xlibrary/assets/National Preplaess Guidelines.pdf

Target Capabilities List (Released: September 2007)

To address national preparedness, the Presideetis$omeland Security Presidential Directive
8 (HSPD-8) which calls for a National Preparedr®@ealthat establishes measurable priorities,
targets, and a common approach to developing nessgebilities. The Goal utilizes a
Capabilities-Based Planning approach to help aniveequestions “how prepared are we?; how
prepared do we need to be?; and how do we priemitorts to close the gap? A central

objective of Capabilities-Based Planning is thentdation of target levels of capabilities that
federal, state, local, and tribal entities mustiead to perform critical tasks for homeland

security missions. Capabilities are combinationsesburces that provide the means to achieve a
measurable outcome resulting from performance efarmore critical tasks, under specified
conditions and performance standards.

Weblink: http://www.dhs.gov/xlibrary/assets/National Prepaess Guidelines.pdf
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National Planning ScenariogReleased: March 2007)

The 15 Scenarios include terrorist attacks, magagsders, and other emergencies. All levels of
government are encouraged to use the National PRlgu8tenarios as a reference to explore the
potential consequences of major events and to ateahnd improve their capabilities to perform
their assigned missions and tasks. However, plararernot precluded from developing their
own scenarios to supplement the National Planngen&ios. DHS will maintain and update the
Scenarios periodically based on changes in the lamtieecurity strategic environment.

National Planning Scenarios National Planning Scemes

Improvised Nuclear Device Major Earthquake

Aerosol Anthrax Major Hurricane

Pandemic Influenza Radiological Dispersal Device
Plague Improvised Explosive Device
Blister Agent Food Contamination

Toxic Industrial Chemicals Foreign Animal Disease
Nerve Agent Cyber Attack

Chlorine Tank Explosion

Weblink: http://www.dhs.gov/xlibrary/assets/National Prepaess Guidelines.pdf

Universal Task List (UTL) (Released: September 2007)

The UTL provides a menu of tasks required to prev@otect against, respond to, and recover
from major events represented by the National RPt@n8cenarios. Most tasks are common to
many, if not all, of the Scenarios, as well as ptheents not covered by the Scenarios. The UTL
serves as a common language and reference systemillrsupport efforts to describe
operational tasks, so that personnel from acras$ldtion can work together effectively when
required. No single entity is expected to perfoxarg task. The UTL was developed with
federal, state, local, tribal, territorial, privagector, and nongovernmental subject-matter experts
and drew on existing sources wherever possible.UTlewill be updated periodically in
conjunction with the TCL.

Weblink: http://www.dhs.gov/xlibrary/assets/National Preplaess Guidelines.pdf

National Infrastructure Protection Plan (NIPP) (Released: June 2006; Updated: September
2008)

The NIPP outlines how DHS and its stakeholders dgllelop and implement the national effort
to protect infrastructures across all sectors.hese Critical Infrastructure Protection (CIP)
efforts are developed, implemented, and refineel NHPP will be updated to reflect this

progress. The national CIP program will be an ongaffort to protect the Nation’s Critical
Infrastructure and Key Resources (CIKR), whichdiveded into 18 sectors, each with its own
Sector-Specific Plans (SSP). DHS and the SectociftpAgencies (SSA) will share and discuss
this NIPP with critical stakeholders, working witirem to develop and implement SSPs so that
protective programs and limited public and priva&gources are targeted toward the most critical
assets within and across sectors. Success wilthiesed by working together through public

and private sector partnerships to identify, ptipe, and protect the Nation’s CIKR. A
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companion document entitléd Guide to Critical Infrastructure and Key ResoescProtection
at the State, Regional, Local, Tribal and Territtugvel” (September 2008) serves as a high
level guide for Homeland Security Advisors, StatinAnistrative Agencies, Urban Area
Working Groups, regional groups and coalitions, atieér agency leads with responsibilities
that include aspects of infrastructure protection.

Weblink: http://www.dhs.gov/nipp

National Strategy for Maritime Security (Released: September 2005)

The plan recognizes and incorporates assets frerdustice, State, Commerce and Homeland
Security agencies to effect security of the naganaritime border. The National Strategy for
Maritime Security plan covers eight supporting glém address the specific threats and
challenges of the maritime environment. These bhelior example the transportation restoration
in the event of an emergency, vessel protectionsapgly chain security. The National Strategy
for Maritime Security and its eight supporting @aresent a comprehensive effort by the U.S.
government to promote global economic stability pratect legitimate activities while
preventing hostile or illegal acts within the miané domain.

Weblink: http://www.dhs.qgov/xlibrary/assets/HSPD13 MaritireeGrityStrateqgy.pdf

National Strategy for Combating Terrorism (Released: February 2003; Revised: September
2006)

This strategy recognizes the nation is at a diffekend of war and that protecting and defending
the Homeland, the American people, and their In@dids remains the first and most important
obligation. From the beginning, it has been bobiatile of arms and a battle of ideas. The
paradigm for combating terrorism now involves tpelaation of all elements of the nation’s
power and influence. Not only is military power dssit also diplomatic, financial, intelligence,
and law enforcement activities to protect the Handland extend our defenses, disrupt terrorist
operations, and deprive our nation’s enemies oftwWiey need to operate and survive. The
updated strategy sets the course for winning thea& error and builds directly from the
National Security Strategy issued in March 200@/el as the February 2003 National Strategy
for Combating Terrorism.

Weblink: http://www.globalsecurity.org/security/library/poji/national/nsct sep2006.pdf

National Strategy for Pandemic Influenza(Released: November 2005)

TheNational Strategy for Pandemic Influengeovides a framework for future U.S. Government
planning efforts that is consistent witlheNational Security Strateggnd theNational Strategy

for Homeland Securityit guides preparedness and response efforts itdflaenza pandemic,

with the intent of (1) stopping, slowing or othesilimiting the spread of a pandemic to the
United States; (2) limiting the domestic spread plandemic, and mitigating disease, suffering
and death; and (3) sustaining infrastructure art@ating impact to the economy and the
functioning of society. The nation must have ae&ysof plans at all levels of government and in
all sectors outside of government that can be rated to address the pandemic threat.
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Weblink: http://www.pandemicflu.gov/

National Strategy for Information Sharing (Released: October 2007)

The National Strategy for Information Sharing detth a plan to build upon progress and
establish a more integrated information sharingbdipy to ensure that those who need
information to protect our Nation from terrorismliveceive it and those who have that
information will share itlt is closely aligned with the National Strategy @ombating

Terrorism and the National Strategy for Homelandusigy. This Strategy also supports and
supplements the National Implementation Plan, wiidhe foundational document guiding the
efforts of the Directorate of Strategic OperatioREnning in the National Counterterrorism
Center.

Weblink: http://fas.org/sqgp/library/infoshare.pdf

National Strategy to Secure CyberspacfReleased: February 2003)

The cyber security strategy is a component ofdhgelr National Strategy for Homeland Security
and offers suggestions, not mandates, to busiaeademic, and individual users of cyberspace
to secure computer systems and networks througimder of security practices as well as
promotion of cyber security education. The Natiddthategy to Secure Cyberspace identifies
three strategic objectives: (1) Prevent cyber ktagainst America's critical infrastructures; (2)
Reduce national vulnerability to cyber attacks; é)dVinimize damage and recovery time from
cyber attacks that do occur.

Weblink: http://www.dhs.gov/xlibrary/assets/National Cybexsp Strategy.pdf

The National Contingency Plan(First Released: 1968, latest Revisions in 1994)

The National Oil and Hazardous Substances Polli@iontingency Plan, more commonly called
the National Contingency Plan or NCP, is the feldgeawernment's blueprint for responding to
both oil spills and hazardous substance releases National Contingency Plan is the result of
our country's efforts to develop a national resporepability and promote overall coordination
among the hierarchy of responders and contingelazysp

Weblink: http://www.epa.gov/OEM/content/lawsreqgs/ncpover #arerview
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HOMELAND SECURITY PRESIDENTIAL DIRECTIVES (HSPDs)

HSPD | Date Subject Overview
#
1 10/29/01| Organization and Establishes the Homeland Security Council
Operation of the (HSC) to coordinate homeland security-related
Homeland Security efforts across executive departments and
Council agencies of all levels throughout the countryj,
and to implement the Department of Homeland
Security’s policies through eleven Policy
Coordination Committees.
2 10/29/01| Combating Terrorism To prevent the entry of alien terrorist
Through Immigration sympathizers and supporters into the United
Policies States and to detain, prosecute and deport those
already in U.S. borders.
3 3/11/02 | Homeland Security Creates a Homeland Security Advisory System
Advisory System to inform all levels of government and local
authority, as well as the public, to the current
risk of terrorist acts.
4 9/17/02 | National Strategy to Sets forth a comprehensive strategy to counter
Combat Weapons of Massthe WMD threat in all of its dimensions.
Destruction
5 2/28/03 | Management of DomesticEnhances the ability of the nation to manage
Incidents domestic incidents by establishing a single,
comprehensive national incident management
system (NIMS) to cover the prevention,
preparation, response, and recovery from
terrorist attacks, major disasters, and other
emergencies. The intent is to allow all levels| of
government throughout the nation to work
efficiently and effectively together.
6 9/16/03 Integration and Use of| State that United States policy is to develop,
Screening Information | integrate, and maintain thorough, accurate, and
current information about individuals known or
appropriately suspected to be or have been
engaged in conduct related to terrorism. The
directive will be implemented in a manner
consistent with the provisions of the
Constitution and applicable laws, including
those protecting the rights of all Americans.
7 12/17/03| Critical Infrastructure Establishes a national policy for Federal

Identification,
Prioritization, and
Protection

departments and agencies to identify and
prioritize United States critical infrastructure
and key resources and to protect them from
terrorist attacks, and to work with state and
local governments and the private sector to
accomplish this objective.
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8 12/17/03| National Preparedness Establishes psltoi strengthen U.S.
preparedness in order to prevent and respond to
threatened or actual domestic terrorist attacks,
major disasters, and other emergencies. It
requires an “all-hazards” preparedness goal
with established mechanisms for improved
delivery of Federal preparedness assistance
State and local governments. It also outlines
actions to strengthen preparedness capabilil
of federal, state, and local entities.

9 1/30/04 | Defense of United States Establishes a national policy to defend the

Agriculture and Food agriculture and food system against terrorist
attacks, major disasters, and other emergencies.

10 4/28/04 | Biodefense for the 21st | The pillars of this national biodefense progra

Century are Threat Awareness, Prevention and
Protection, Surveillance and Detection, and
Response and Recovery. A classified versio
of this directive contains specific direction to
departments and agencies.

11 8/27/04 | Comprehensive Terrorist-Establishes comprehensive terrorist-related

related Screening screening procedures in order to more

Procedures effectively detect and interdict individuals
known or reasonably suspected to be engag
in terrorist activities.

12 8/27/04 | Common Identification | Directs DHS to establish a federal standard

Standard for Federal secure and reliable forms of identification for
Employees and federal government employees and contract
Contractors

13 12/21/04| Maritime Security Policy  EstablisheS policy, guidelines, and
implementation actions to enhance U.S.
national security and homeland security by
protecting U.S. maritime interests.

14 4/15/05 | Domestic Nuclear Establishes the DNDO as the organization W

Detection Office dedicated responsibilities to develop the glo
nuclear detection architecture, and support t
deployment of the domestic detection syster
to detect and report attempts to import or
transport a nuclear device or fissile or
radiological material intended for illicit use.

15 3/06 U.S. Strategy and Policy| A classified directive that provides guidance

in the War on Terror coordinating various elements of the ‘War or
Terrorism’ including diplomatic, legal,
financial and military components of the war

16 6/22/06 | National Strategy for Details a strategic vision for aviation security

Aviation Security

while recognizing ongoing efforts, and direct
the production of a National Strategy for

Aviation Security and supporting plans.
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17 n/a Nuclear Materials Not publicly available at this time
Information Program
18 1/31/07 | Medical Countermeasuresddresses the need for preparation against gn
against Weapons of Mass attack by terrorist forces using a weapon of
Destruction mass destruction. Sets forth a two-tiered
approach for development and acquisition of
medical countermeasures: Tier | is a focused
development of Agent-Specific Medical
Countermeasures and Tier Il concerns the
development of a Flexible Capability for New
Medical Countermeasures.
19 2/12/07 | Combating Terrorist Usg Establishes a national policy, and calls for the
of Explosives in the development of a national strategy and
United States implementation plan, on the prevention and
detection of, protection against, and response
to terrorist use of explosives in the United
States.

20 5/9/07 | National Continuity PolicyEstablishes a comprehensive national policy on
the continuity of Federal Government
structures and operations, and creates the
position of a single National Continuity
Coordinator responsible for coordinating the
development and implementation of Federal
continuity policies.

21 10/18/07| Public Health and MedidaEstablishes a National Strategy for Public

Preparedness Health and Medical Preparedness (Strategy),
which builds upon principles set forth in
Biodefense for the 21st Century (HSPD 10)
22 n/a Domestic Chemical Not publicly available at this time
Defense
23 3/4/08 | National Cyber Security | Not publicly available at this time
Initiative
24 6/5/08 | Biometrics for Establishes a framework to ensure that Federal
Identification and executive departments and agencies use
Screening to Enhance mutually compatible methods and procedures
National Security in the collection, storage, use, analysis, and
sharing of biometric and associated biographic
and contextual information of individuals in &
lawful and appropriate manner

*President Obama has recently announced a reviglese Presidential Directives, which may
result in changes and/or additional directives.
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Appendix 2: Glossary of Programs and Terms

Area Maritime Security Committees (AMSC): Led by the Captain of the Port within a specific
Coast Guard Sector, the AMSC includes federale statl local port security stakeholders that
assist the Captain of the Port in the developmrentew, update, and exercising of the Area
Maritime Security (AMS) Plan for their area of resgibility.

Automated Critical Asset Management System (ACAMS)A Web-enabled information
services portal that helps state and local goventsriguild critical infrastructure/key resource
(CIKR) protection programs through the collectioaise of CIKR asset information.

Buffer Zones: the area outside a critical infrastructure assahfwhich an attack may be
launched or where pre-operational surveillancéedyt to occur.

CBRNE: Chemical, Biological, Radiological, Nuclear andptosive materials, also sometimes
referred to as Weapons of Mass Destruction (WMD).

Citizen Corps Councils: Citizen Corps Councils bring community and governteaders
together to coordinate community involvement in ggeacy preparedness, planning, mitigation,
response and recovery. There are currently ov&dity and local Citizen Corps Councils in
New York State.

Continuity of Government (COG): Refers to the preservation, maintenance, or reitotish
of the civil government's ability to carry out @enstitutional responsibilities during a crisis or
disaster.

Continuity of Operations Planning (COOP): Continuity of Operations, similar to Continuity
of Government, is a planning concept that focusethe ability for public and private sector
organizations to continue essential functions dyarcrisis or disaster.

Corrections Criminal Intelligence Program (CCIP): A dedicated effort to identify and share
information on inmate radicalization and recruitmen

Critical Infrastructure Response Information System(CIRIS): Operated by the New York
State Office of Cybersecurity and Critical Infrastture Coordination, CIRIS is a web-based
application which provides the capability to seasiokl map more than 500 datasets.

Emergency Operations Center (EOC)A centralized location where agencies and
organizations work to coordinate disaster respasigities at the strategic or operational level.
The State’s EOC is operated by the State Emergdiacxagement Office and is staffed by many
agencies during a disaster.

Empire Exercise: The State’s annual full scale exercise designeesip state, local and regional
preparedness and response capabilities.
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Field Intelligence Officer (FIO): Specially trained law enforcement officers who semg the
primary point of contact for information and intgnce collection, development, and exchange
with the NYSIC.

Health Alert Network: A communication network among state and local puhdéalth agencies,
healthcare providers, hospitals and emergency neaneugt officials.

Homeland Infrastructure Threat and Risk Analysis Center (HITRAC): The Department of
Homeland Security’s infrastructure-intelligenceifuscenter responsible for providing classified
and unclassified, infrastructure-related threat isidanalysis to federal, state, and local
authorities, and the private sector.

Homeland Security Exercise and Evaluation ProgramHSEEP): A capabilities and
performance-based exercise program that provigésnalardized methodology and terminology
for exercise design, development, conduct, evalnaand improvement planning. HSEEP
constitutes a national standard for all exercises.

Homeland Security Information Network (HSIN): A web-based information sharing system
maintained by the Department of Homeland Secultigonnects all 50 states, five territories,
Washington, D.C., and 50 major urban areas an@salfor the collection and sharing of
information between multiple agencies and orgaronat

Integrated Border Enforcement Teams (IBETs):Multi-agency teams of law enforcement
agencies from both the US and Canada that workhegéo target terrorism and other cross-
border criminal activityNew York State has 5 of the 15 IBET teams

Joint Information Center (JIC): The JIC is a centralized location where public infation
personnel work to coordinate and share informadiiang an incident or crisis.

Joint Information System (JIS): A key component of the National Incident Management
System, the JIS includes the plans, protocols,quioes, and structures used to provide public
information during an incident or crisis.

Joint Task Force Empire Shield:A standing task force of National Guard soldiee {patrol

and protect critical infrastructure and providexpid response force to assist local first
responders. Operated by the NYS Division of Mijitand Naval Affairs, Empire Shield also
provides for the immediate access to military emept and resources to address man-made and
natural disasters.

Joint Terrorism Task Forces (JTTF): Led by the FBI, these Task Forces include fedstate,
and local law enforcement officials dedicated egidlely to counterterrorism activities. The first
JTTF was established in New York City in 1980 amdily there are 100 nationwide, including at
least one at each of the FBI's 56 Field Offices.
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Multi-State Information Sharing and Analysis Center (MS-ISAC): Chaired by the New York
State Office of Cybersecurity and Critical Infrastiure Coordination, the MS-ISAC includes all
50 states and U.S. territories and dozens of lgoa¢rnments. It provides a central resource for
gathering information on cyber threats to criticdtastructure from the states and supports two-
way sharing of information between and among thtestand with local government.

New York State Intelligence Center (NYSIC):Operated by the New York State Police, the
NYSIC serves as the State’s Fusion Center, bringiggther federal, state and local agencies to
analyze and share information related to terroasich other crimes.

NY-Alert: Developed by the State Emergency Management Offi¥eAlert is New York
State’s all-hazards alert and notification systéhis web-based portal offers one-stop access
through which State agencies, county and local goments, emergency services institutions
and agencies of higher learning can provide emesgalerting information and private
notifications to a defined audience.

NYPD Shield: A public-private partnership based on providingtlpgactices, lessons learned,
counterterrorism training opportunities, and infatran sharing. SHIELD seeks to partner with
private sector security managers with the goalrofgeting New York City from terrorist attacks

Operation Atlas: An NYPD program that provides an increased poliegs@nce or surge of law
enforcement activity in support of homeland seguetated operations.

P-25: A suite of interoperable communications standaodsi$e by federal, state and local
public safety agencies. Funding for communicatigogrades from the Department of Homeland
Security usually requires migrating to P-25 staddar

Red Teams:Usually refers to a covert operation designed $bdecurity protocols and
practices.

Regional Transit Security Work Group (RTSWG): Regional transit security stakeholders
responsible for developing and implementing a itasesurity strategy associated with the DHS
Transit Security Grant Program.

Securing the Cities Initiative: A program sponsored by the Department of Homelawifty’'s
Domestic Nuclear Detection Office which seeks tovpte a 45 mile ring of radiological
detection and interdiction technology around loManhattan.

Supervisory Control and Data Acquisition (SCADA): Usually refers to a centralized
computer system that can monitor and control sitesyystems spread out over large areas.
Because SCADA systems are used to control all tgpedrastructure, it is important that they
have proper security protocols in place.
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Appendix 3: Homeland Security Grant Programs

Grants Managed by the NYS Office of Homeland Secuy (OHS)

State Homeland Security Program (SHSP)The SHSP is a core homeland security assistance
program that provides funds to build capabilitiethe State and local levels and to implement
the goals and objectives included in the State HanaeSecurity Strategy and the initiatives in
New York’s State Preparedness Report (SPR). NYSdwsved SHSP funding since the
program’s inception in 2002. Per DHS guideline$084f the State’s SHSP award must be given
to local grantees each year; accordingly, OHS ples/funding to every county across the State
and the City of New York (inclusive of the five looighs).

Urban Areas Security Initiative (UASI): The UASI program provides financial assistance to
address the unique multi-discipline planning, orgation, equipment, training, and exercise
needs of high-threat, high-density Urban Areas,taraksist them in building and sustaining
capabilities to prevent, protect against, responamnd recover from threats or acts of terrorism.
NYS currently has five UASI areas designated byfélderal Department of Homeland Security
(DHS): New York City; Buffalo; Albany-Schenectadyely; Rochester; and Syracuse. Each
UASI area has an Urban Area Working Group (UAW@G #ensures the development and
implementation of regional preparedness initiatives

Metropolitan Medical Response Systems (MMRS)The MMRS program provides funding to
designated localities to assist in maintaining gjatelivering training, purchasing equipment and
pharmaceuticals, and conducting exercises. Thaanis$ the MMRS is to enhance local

medical incident management’s ability to coordireatd respond to a mass casualty event during
the crucial first hours, until significant extermakources arrive and become operational. NYS
currently has five MMRS cities: Buffalo, New Yorkt¢ Rochester, Syracuse, and Yonkers.

Citizen Corps Program (CCP): The Citizen Corps mission is to bring community and
government leaders together to coordinate the wayoént of community members and
organizations in emergency preparedness, planmingation, response, and recovery. While
OHS is the State Administrative Agency (SAA) foet@CP, the agency sub-allocates this
funding to the State Emergency Management Offi&aMO), which is responsible for program
development and implementation, in coordinatiorhvatcal Citizen Corps Councils.

Non-Profit Security Grant Program (NSGP): The NSGP provides funding for target
hardening activities to protect 501c3 nonprofitamgations in federally-designated UASI areas
that are at high risk of international terrorighak. While this funding is provided specificalty t
high-risk nonprofit organizations, the program setkintegrate nonprofit preparedness
activities with broader state and local preparedgredé®rts. NSGP is also designed to promote
coordination and collaboration in emergency preghaess activities among public and private
community representatives.

Emergency Operations Center (EOC) Grant Program:The EOC Grant Program improves
emergency management and preparedness capalmitsegoporting flexible, sustainable,
secure, and interoperable Emergency Operatione@efiEOCs) with a focus on addressing
identified deficiencies and needs.
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Buffer Zone Protection Program (BZPP): The BZPP provides grant funding to build security
and risk-management capabilities at the state @ecad level to secure pre-designated critical
infrastructure sites, including, nuclear and elegiower plants, dams, stadiums, and other high-
risk/high consequence facilities. OHS’s Criticdiréistructure Protection (CIP) Division
coordinates with local law enforcement in the jdicions surrounding buffer zone sites to
ensure the successful implementation of this pragra

Operation Stonegarden Grant Program (OSGP)The OSGP provides funding to designated
localities to enhance cooperation and coordindtietween federal, state, local, and tribal law
enforcement agencies in a joint mission to sedwdJnited States borders along routes of
ingress from International borders to include tiaridors in States bordering Mexico and
Canada, as well as States and territories withriatenal water borders. As the SAA for this
grant program, OHS coordinates with law enforcenrebbrder (land and water) counties and
Customs and Border Patrol (CBP) to ensure a sysiemagional approach to border security
through the OSGP.

Public Safety Interoperable Communications (PSIC)in 2007, the federal Department of
Homeland Security (DHS), in coordination with thedartment of Commerce (DOC), released
the PSIC grant. The PSIC was a one-time formuladawatching grant program intended to
enhance interoperable communications with respeabice, data, and/or video signals. PSIC
provides public safety agencies with the opporfutatachieve meaningful and measurable
improvements to the state of public safety commatioas interoperability through the full and
efficient use of all telecommunications resour€se of the key deliverables of the PSIC grant
program was the development of the Statewide Congations Interoperability Plan (SCIP).
The NYS Office of Homeland Security (OHS) coordestvith the State’s Office for
Technology (OFT) and local units of governmentriswge that communications capabilities are
developed and maintained throughout the State.

Interoperable Emergency Communications Grant (IECGB: The IECGP provides
governance, planning, training and exercise, amgpatent funding to states, territories, and
local and tribal governments to carry out initi@go improve interoperable emergency
communications, including communications in coileetresponse to natural disasters, acts of
terrorism, and other man-made disasters. Accortirige legislation that created IECGP, all
proposed activities must be integral to interopleramergency communications and must be
aligned with the goals, objectives, and initiativésntified in the SCIP. Like the PSIC grant,
OHS coordinates closely with OFT and local unitg@fernment on the IECGP.

Regional Catastrophic Preparedness Grant Program (RPGP): The RCPGP supports
coordination of regional all-hazard planning fotasdrophic events, including the development
of integrated planning communities, plans, protscahd procedures to manage a catastrophic
event. The New York City/Northern New Jersey RCP&f” is overseen programmatically by
the site’s Regional Catastrophic Planning Team (RCOHS is the SAA for this Multi-State
site.
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Emergency Management Performance Grant (EMPG)The purpose of the EMPG is to assist
State and local governments in enhancing and sirsgaall-hazards emergency management
capabilities. The NYS Office of Homeland Secur@HS) is the SAA for the EMPG; however,
the agency sub-allocates this funding to SEMO, shesponsible for program development and
implementation, in coordination with local CountsnErgency Managers.

Grants Managed directly by the federal Department ®Homeland Security
(DHS)

Port Security Grant Program (PSGP): The PSGP provides grant funding to eligible poegar
for the protection of critical port infrastructuirem terrorism. PSGP funds are primarily
intended to assist ports in enhancing risk manageoapabilities, enhanced maritime domain
awareness, capabilities to prevent, detect, respmoadd recover from attacks involving
improvised explosive devices (IEDs) and other nmmventional weapons, as well as training
and exercises. Supplemental funding provided placgphasis on expanding port-wide
partnerships, regional management of risk, andri&ssi Continuity/Resumption of trade. All
activities related to the PSGP are managed by RahArea’s Area Maritime Security
Committee (AMSC). In 2008, the NYS Office of HomaiaSecurity (OHS) became the
fiduciary agent for the Port of Buffalo. The NYCdaAlbany Ports receive funding directly from
DHS under the Port Security Program.

Transit Security Grant Program (TSGP): The TSGP provides grant funding to the nation’s
key high threat urban areas to enhance securitgunes for the critical transit infrastructure
including bus, rail systems. NYS has one Tier In$iiaSite (NYC Metropolitan Area) and three
Tier 2 Transit Sites (Albany Area, Buffalo AreadaRochester Area) eligible to receive TSGP
funding. All activities related to the TSGP are me®=n by each site’s Regional Transit Security
Working Group (RTSWG).

Intercity Bus Security Grant Program (IBSGP): ThelBSGP provides funding to create a
sustainable program for the protection of interbityg systems and the traveling public from
terrorism. The program seeks to assist operatdigeaxd-route intercity and charter bus services
in obtaining the resources required to supportiyameasures such as enhanced planning,
facility security upgrades, and vehicle and drigetection. The only eligible grantees for the
FY 2009 IBSGP are private operators providing fixedte or charter transportation by an over-
the-road bus servicing an Urban Area Securitydtiite (UASI) jurisdiction.

Assistance to Firefighters Grant (AFG) Program:The primary goal of the AFG is to meet the
firefighting and emergency response needs of fgadments and nonaffiliated emergency
medical services organizations. Since 2001, AFGnlefised firefighters and other first
responders to obtain critically needed equipmenategtive gear, emergency vehicles, training,
and other resources needed to protect the puldiearergency personnel from fire and related
hazards.
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Commercial Equipment Direct Assistance Program (CEBP): The CEDAP complements
other major grants programs to enhance regionpbrese capabilities, mutual aid, and
interoperable communications by providing technglagd equipment, along with the training
required to operate that equipment, to law enfosrgrand emergency responder agencies in
smaller jurisdictions and certain metropolitan area

Commercial Training Grants Program (CTGP): The CTGP awards funds to competitively
selected applicants to develop and deliver inngeatiaining programs addressing high priority
national homeland security training needs. The Ct&monstrates FEMA’s commitment to
work closely with the Nation’s homeland securitgk&holders in a unified national effort to
continuously expand training opportunities thatradd the evolving national risk environment.

Driver’s License Security Grant Program (DLSGP): The purpose of the DLSGP is to prevent
terrorism, reduce fraud, and improve the reliap#gitd accuracy of personal identification
documents States and territories issue. Eligibpgiegnts under the Driver’s License Security
Grant Program are State Motor Vehicle/Drivers Laseissuing Authorities, also known as the
State Motor Vehicle Administration (MVA), or theg®¢ Department of Motor Vehicles

(DMV).

Fire Prevention and Safety (FP&S) Grant:FP&S grants support projects that enhance the
safety of the public and firefighters from fire araflated hazards. The primary goal is to target
high-risk populations and mitigate high incidenoésgleath and injury. Examples of the types of
projects supported by FP&S include fire prevenaod public safety education campaigns,
juvenile firesetter interventions, media campai@mg] arson prevention and awareness
programs.

Staffing for Adequate Fire and Emergency Respons&SAFER): The SAFER (Staffing for
Adequate Fire and Emergency Response) Grant watgedro provide funding directly to fire
departments and volunteer firefighter interest nizmtions in order to help them increase the
number of trained, "front-line" firefighters availe in their communities. The goal of SAFER is
to enhance the local fire departments’ abilitiesdmply with staffing, response and operational
standards established by the National Fire Prate@&ssociation and the Federal Occupational
Safety and Health Administration.

State Homeland Security Program-Tribal The SHSP Tribal program provides supplemental
funding to directly eligible tribes to help strehgh the Nation against risks associated with
potential terrorist attacks. Pursuant to the 9/tf, Aa directly eligible tribe applying for a grant
under section 2004 [SHSP] shall designate an iddalito serve as a tribal liaison with [DHS]
and other federal, state, local, and regional gawent officials concerning preventing,
preparing for, protecting against, and respondingcts of terrorism”.

Trucking Security Program (TSP): TSP funding is used to implement security improgam
measures and policies deemed valuable by DHS. Theasures are primarily focused on the
purchase and installation or enhancement of equipared systems related to tractor and trailer
tracking systems. Additionally, the TSP will progitlinding to develop a system for DHS to
monitor, collect, and analyze tracking informatiang develop plans to improve the
effectiveness of transportation and distributioswbplies and commodities during catastrophic
events.
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Freight Rail Security Grant Program (FRSGP): The FRSGP will fund security training for
frontline employees, the completion of vulnerapilissessments, the development of security
plans within the freight rail industry and GPS kiag systems for railroad cars transporting
toxic inhalation materials (TIH).Eligible applicanare divided into groups based on the types of
projects they can apply for: Class I, Il and lliln@ad carriers, and owners of railroad cars
transporting TIH.

Additional Grant Information: For additional information on homeland securityngra
programs, please refer to the following websites:

NYS Office of Homeland Security Website:
http://www.security.state.ny.us/

Federal Emergency Management Agency (FEMA) GraageP
http://www.fema.gov/government/grant/index.shtm

Federal Grants.Gov Website:
http://www.grants.gov/
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Appendix 4: Regional Maps
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UASI Regions in New York State

Current UASI Regions

New York City
Albany-Schenectady-Troy
Syracuse

Rochester

Buffalo

Includes the major city and contiguous countiethegse areas, as
defined by the US Department of Homeland Security.
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Appendix 5: Strategy Outreach and Feedback

The NYS Office of Homeland Security (OHS) engageahynState and local stakeholders in the
process to update the State Homeland Securitye§raln addition to numerous meetings,
briefings and work sessions, feedback was obtaimedigh a dedicated email account
(strategy@security.state.ny)umnd a formal review and comment period on a dmafsion of the
State Strategy.

OHS shared the draft NYS Homeland Security Strateitfy a broad stakeholder group
encompassing approximately 600 people, 28 Statedgg, representatives from all 57 counties
(and the City of New York) in the State, and otloeal stakeholders.

Specific stakeholder groups engaged include:

County Executives

County Emergency Managers and Local Law Enforcement
Counter-Terrorism Zone (CTZ) Chairs

Regional Transit Security Working Group (RTSWG)resgentatives

Urban Area Working Groups (UAWGS) from the State ASI Areas (NYC, Buffalo,
Albany-Schenectady-Troy, Rochester, and Syracuse)

Metropolitan Medical Response Systems (MMRS) cdatiiom NYC, Yonkers,
Buffalo, Syracuse, and Rochester

NYS Homeland Security Executive Council (HSEC)

NYS Disaster Preparedness Commission (DPC)

Homeland Security Strategy Work Group (HSSWG)

All NYS Office of Homeland Security (OHS) staff

o O 0O O0OO0Oo

© O 0O

63 entities provided feedback to OHS through tihieess. 109 individual comments from 21
State Agencies and 14 local jurisdictions (inclgdine UASI Regions) were received. This was
in addition to the nearly 200 comments receivedhendraft Goals and Objectives during a
separate review and comment period.

OHS is committed to an ongoing dialogue with NewRkrState’s homeland security

stakeholders and will work to ensure all interegiadies have an opportunity to review and
share their feedback on the State Homeland Secsiriggegy.
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OHS would like to thank the following agencies angurisdictions for their feedback and
contributions to the State Homeland Security Stratgy.

Albany UASI (City of Albany, Albany County, Rensael County, City of Schenectady,
Schenectady County, City of Troy)

NYC UASI (NYC, Nassau County, Port Authority NY/NSuffolk County, Westchester County
City of Yonkers)

Buffalo UASI (City of Buffalo, Erie County, Niaga@ounty)

Syracuse UASI (City of Syracuse, Onondaga County)

Oswego County

Rockland County

NYS Department of Corrections

NYS Department of Education

NYS Department of Environmental Conservation

NYS Department of Health

NYS Department of Labor

NYS Department of Public Service

NYS Department of State

NYS Department of Transportation

NYS Division of Agriculture and Markets

NYS Division of Budget

NYS Division of Military and Naval Affairs

NYS Emergency Management Office

NYS Energy Research and Development Agency

NYS Insurance Department

NYS Office for Technology

NYS Office of Courts Administration

NYS Office of Cyber Security and Critical Infrastture Coordination

NYS Office of Fire Prevention and Control

NYS Office of General Services

NYS Office of Homeland Security

NYS Police

NYS Thruway Authority

National Center for Security and Preparedness &t\SAlbany

Josh Filler — Filler Security Strategies
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